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2 CloudSecure

Firewalls

CloudSecure Firewall solution is provided by the Cisco ASA 5500 Series, which is a purpose-
built appliance that provides sophisticated security services in a single device including:

* Full Inspection Firewalling ¢ Virtual Private Networking ¢ Powerful Intrusion Protection

The Cisco Adaptive Security Algorithm (ASA) 5500 Series Firewall ensures that all users behind it are safe from Internet
threats such as viruses, spam and any other malware and intrusions. Its advanced full-environment inspection technology
keeps track of the state of authorised users' network requests and prevents unauthorised network access. Its adaptive
design not only provides superior protection to online assets, but also extensibility to address future threats.

Your benefits...

Keep corporate resources protected from intrusions:

Cisco firewalls prevent unauthorised access to applications or information by providing you with fine-grain identity or
network-based access control. It integrates with popular user authentication services such as Microsoft Active
Directory, Lightweight Directory Access Protocol (LDAP), Kerberos, and RSA SecurlD.

Deploy new applications safely:

It enables you to safely deploy new applications by providing advanced layer security services for a wide range of popular
applications such as Web-based, e-mail, VolP, and multimedia. It hides corporate network addresses from the Internet
for an additional layer of protection against attacks.

Secure remote access to the network:
It provides both SSL and IPSec-based methods of threat-protected Virtual Private Network (VPN) connectivity to
remote sites, business partners, and mobile workers.

Business continuity:
Cisco firewalls prevent disruption of mission-critical applications and services due to security breaches by implementing
world-class, sophisticated firewall, VPN, and networking technologies.

What we can do for you...

Installation of new Cisco firewalls

Firewalls annual maintenance and support

Monitoring of the firewall and switches

Disaster Recovery testing

Hardware and Internet-work Operating System (IOS) upgrades for firewalls and switches

Call us on 0208 943 2222 for more information on our Firewall solutions or visit www.jcom.co.uk
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